
5 SMS-based Deployment Configuration

About This Chapter

Short message service (SMS)-based deployment allows 3G/LTE-supporting devices
to activate 3G/LTE links and to be deployed by receiving deployment short
messages. This method simplifies the deployment process and reduces deployment
costs.

5.1 Overview of SMS-based deployment
This section describes the definition and purpose of SMS-based deployment.

5.2 Understanding SMS-based Deployment
This section describes how SMS-based deployment is implemented.

5.3 Application Scenarios for SMS-based Deployment
This section describes application scenarios for SMS-based deployment.

5.4 Licensing Requirements and Limitations for SMS-based Deployment

5.5 Default Settings for SMS-based Deployment
This section describes the default settings for SMS-based deployment.

5.6 Configuring SMS-based Deployment
This section describes how to configure SMS-based deployment.

5.7 Configuration Examples for SMS-based Deployment
This section provides an example of SMS-based deployment, including networking
requirements, configuration roadmap, and configuration procedure.

5.1 Overview of SMS-based deployment
This section describes the definition and purpose of SMS-based deployment.

Definition

Deployment personnel send deployment short messages to 3G/LTE-supporting
devices. The devices then obtain and parse the short messages to activate 3G/LTE
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links, and obtain and load a configuration file from a file server. This deployment
method can implement zero touch deployment of the devices in a batch.

Purpose
As the number of branches in enterprises keeps increasing, more branch devices
need to be deployed on enterprise networks. However, these branch devices
cannot be deployed uniformly because they are geographically dispersed and
difficult or fail to obtain wired communications resources. As a result, deployment
personnel often need to configure software for branch devices one by one onsite,
increasing deployment costs and reducing deployment efficiency.

Huawei offers SMS-based deployment function to solve this problem. This
function only requires deployment personnel to send deployment short messages
to branch devices, which then receive and parse the short messages and connect
to enterprise networks in 3G/LTE mode to active 3G/LTE links. Branch devices can
work with eSight network management system (NMS) and SMS gateways to
obtain a configuration file from a file server and load the files for zero touch
deployment in a batch. This function simplifies the deployment process and
reduces deployment costs.

5.2 Understanding SMS-based Deployment
This section describes how SMS-based deployment is implemented.

Implementation
Before SMS-based deployment, enterprise network administrators save the
configuration file of devices to a specified file server. Devices need to be installed
and powered on before they can receive and parse deployment short messages.
According to the short messages, devices can obtain parameter information to
activate 3G/LTE links, and connect to the NMS or the file server to obtain and load
a configuration file for zero touch deployment.

When eSight is deployed in the enterprise headquarters to manage devices,
enterprise network administrators send deployment short messages to devices
through eSight after obtaining device information.

NO TE

Deployment short messages and parameter information are transmitted over a carrier network.
All the transmitted information will be encrypted using Advanced Encryption Standard (AES)
128 or Rivest-Shamir-Adleman (RSA) algorithm to ensure data security.

SMS-based Deployment Process
Figure 5-1 illustrates the SMS-based deployment process when eSight is available.
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Figure 5-1 Device running flowchart during SMS-based deployment (when eSight
is available)
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The device running process involves the following phases:
1. Enterprise network administrators save configuration files in the specified

directory of a file server.
2. Enterprise network administrators obtain device information and SIM card

information and then send encrypted deployment short messages through
NMS.
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3. Parse deployment short messages.
Devices receive and parse deployment short messages to obtain parameter
information. The short messages carry the following information:

a. SIM card information: includes International Mobile Subscriber Identity
(IMSI) and Access Point Name (APN) activation information (including
the APN, user name, and password).

b. NMS parameter information: includes the eSight server address.

NO TE

Deployment short messages are encrypted using AES128 algorithm to ensure user
information security.

4. Activate 3G/LTE links.
Devices dial up to the enterprise network according to the APN activation
information obtained from the parsed deployment short messages. If the dial-
up is successful, they connect to the enterprise network over a 3G/LTE
network, and obtain IP addresses after passing authentication.

5. Obtain and load a configuration file.

a. Devices connect to eSight and send deployment registration requests.
After devices obtain IP addresses, they connect to eSight and send
deployment registration requests to it. eSight authenticates the
deployment registration requests. After successful authentication, eSight
returns file server parameter information, including the file server IP
address, user name, and password.

NO TE

The file server parameter information is encrypted using RSA algorithm to ensure
data security.

b. Devices connect to the file server to obtain and load a configuration file.
After devices obtain file server information, they connect to the file server
through SFTP, and then download and load the specified configuration
file. Configurations take effect on the devices after these devices restart.

NO TE

Devices will send status notifications to eSight regardless of whether they download a
configuration file successfully. If devices cannot download the configuration file, they
send the failure reason to eSight for fault location.

6. Register.
Devices connect to eSight again for registration after configurations take
effect. After devices have registered, enterprise network administrators can
deploy other services on the devices through eSight, including upgrading the
devices and load patches on the devices.

5.3 Application Scenarios for SMS-based Deployment
This section describes application scenarios for SMS-based deployment.

SMS-based deployment function implements zero touch deployment of devices.
When devices are managed by eSight, network administrators can send
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deployment short messages to devices through eSight to complete zero touch
deployment of the devices in a batch.

In Figure 5-2, Branch routers in different locations (such as routers placed within
off-bank ATMs) connect to the enterprise headquarters over the Internet through
3G/LTE links. RouterA and RouterB function as egress gateways of enterprise
branches, and eSight (with a built-in SFTP server) is deployed on the enterprise
headquarters to send deployment short messages to devices.

Figure 5-2 SMS-based deployment through eSight

RouterA

RouterB

Enterprise headquarters

eSight
(with a built-in SFTP server)

Enterprise 
branch 1  

Enterprise 
branch 2

3G/LTE
network

 

Onsite installation personnel install devices and then send device information to
enterprise network administrators. According to the received device information,
the administrators send deployment short messages to devices through eSight.
Devices receive and parse the short messages, connect to eSight over the 3G/LTE
network, and download as well as load a configuration file from a file server. This
method implements device registration and zero touch deployment. After device
deployment is completed, the administrators can upgrade these devices or deploy
other services on these devices through eSight.

5.4 Licensing Requirements and Limitations for SMS-
based Deployment

Involved Network Elements
None

Licensing Requirements
SMS-based deployment is a basic feature of a router and is not under license
control.

Feature Limitations
3G/LTE-supporting devices support SMS-based deployment. However, the AR109,
AR109W, AR109GW-L, AR129CV, AR129CVW, and AR129CGVW-L do not support
this function.
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● Currently, 3G-supporting devices include:

– 3G/LTE routers, which need to have 3G/LTE antennas installed before
being used. For specific device models, see Licensing Requirements and
Limitations for 3G Cellular Interfaces in "3G Cellular Interface
Configuration".

– Routers that can have 3G cards (except 3G-EVDO cards) installed in SIC
slots. For specific device models, see Licensing Requirements and
Limitations for 3G Cellular Interfaces in "3G Cellular Interface
Configuration".

● Currently, the following routers support the LTE functions:

– 3G/LTE routers, which need to have 3G/LTE antennas installed before
being used. For specific device models, see Overview of LTE Cellular
Interfaces in "LTE Cellular Interface Configuration".

– Routers that can have LTE interface cards installed in slots. For specific
device models, see Licensing Requirements and Limitations for LTE
Cellular Interfaces in "LTE Cellular Interface Configuration".

5.5 Default Settings for SMS-based Deployment
This section describes the default settings for SMS-based deployment.

Table 5-1 Default settings for SMS-based deployment

Parameter Default Setting

SMS-based deployment Enabled

 

5.6 Configuring SMS-based Deployment
This section describes how to configure SMS-based deployment.

5.6.1 Configuring SMS-based Deployment
This section describes the process of configuring SMS-based deployment through
eSight.

Pre-configuration Tasks
● Onsite installation personnel install, power on, and perform self-check on

devices.

● Enterprise network administrators obtain device information and SIM card
information.

● Devices support 3G/LTE functions and have SIM cards installed. Ensure that
areas where devices reside have 3G/LTE signals.

● eSight can send messages normally.
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Procedure

Step 1 Create an SNMP template.

Log in to eSight, and choose Resource > Protocol Template > SNMP Template.
The SNMP Template page is displayed. Click Create to create an SNMP template,
as shown in Figure 5-3. Configure the SNMP template according to the SNMP
version. You are advised to configure Template Name and Parameter Type
before configuring other parameters, as shown in Table 5-2. Click OK to save the
configuration.

NO TE

● SMS-based deployment requires high security, so SNMPv3 is recommended.
● Configure parameters in the SNMP template according to SNMP information on devices.

When using SNMPv3, you are advised to set Privacy protocol to AES_128 to improve
security because authentication protocols HMAC_SHA and HMAC_MD5 cannot ensure high
security.

Figure 5-3 Creating an SNMP template
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Table 5-2 Parameters

Parameter Description

Parameter Type Specifies an SNMP version:
● V1: SNMPv1
● V2c: SNMPv2c
● V3: SNMPv3, which applies to scenarios requiring

high security

Authentication protocol Specifies the protocol used to authenticate messages,
which can be HMAC_SHA or HMAC_MD5.
NOTE

● HMAC_MD5 may have information security risks.
HMAC_SHA is more secure and so is recommended.

● This parameter can be configured only when Parameter
Type is set to SNMPv3.

Authentication
password

Specifies the authentication password.
NOTE

● When using HMAC_MD5 or HMAC_SHA, you need to set
an authentication password.

● This parameter can be configured only when Parameter
Type is set to SNMPv3.

Privacy protocol Specifies the encryption protocol used in data
encapsulation, which can be CBC_DES or AES_128.
NOTE

● CBC_DES may have information security risks. AES_128 is
more secure and so is recommended.

● This parameter can be configured only when Parameter
Type is set to SNMPv3.

Encryption password Specifies the encryption password used in data
encapsulation.
NOTE

● This parameter needs to be configured when Privacy
protocol is CBC_DES or AES_128.

● This parameter can be configured only when Parameter
Type is set to SNMPv3.

User name Specifies the login user name.
NOTE

This parameter can be configured only when Parameter
Type is set to SNMPv3.

Context Specifies the context engine name. This parameter
must be empty by default. If it needs to be modified,
ensure that it is consistent with that on devices.
NOTE

This parameter can be configured only when Parameter
Type is set to SNMPv3.
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Parameter Description

Engine ID Specifies the entity engine ID. To view the context
engine ID on a device, run the display snmp-agent
local-engineid command on the device.

Port Specifies the SNMP port.

Timeout period Specifies the time during which eSight waits for a
response to an operation request.

Retries Specifies the maximum number of times eSight
resends an operation request upon timeout events. If
eSight does not receive any response after sending
the request the maximum number of times, eSight
considers that this operation fails.

 

Step 2 Create a configuration template.
1. Log in to eSight, and choose Configuration > Zero Touch Provisioning >

Configuration File Making. The Configuration File Making page is
displayed, as shown in Figure 5-4.

Figure 5-4 Making a version file

 
2. Choose Make Configuration Template and click Create to set parameters in

the configuration template, as shown in Figure 5-5. Select Router from the

Device Type drop-down list box, and click  to select the device type,
as shown in Figure 5-13. Set parameters in the configuration template
according to service requirements, as shown in Table 5-3. Click Next to save
the configuration, as shown in Figure 5-6.
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Figure 5-5 Making a configuration template (1)

 

Table 5-3 Parameters

Parameter Description

Template Name Specifies the configuration template name.

Description Specifies a description for the configuration
template.

Device Type Specifies the type of devices to be deployed.

SNMP Protocol
Template

Specifies the SNMP template.

SNMP Mib View
Configuration

Indicates SNMP MIB view parameter information,
including the type, SNMP view name, and
OID/MIB subtree.

SNMP V3 Parameters Indicates SNMPv3 parameter information,
including group name, read view, write view, and
notify view.

SNMP Trap
Configuration

Indicates SNMP trap configuration. If you click ON,
the SNMP trap function is enabled. Parameters
include:
– Destination host IP address
– Destination host UDP port number
– User security name

 

Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration 5 SMS-based Deployment Configuration

Issue 14 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 115



Figure 5-6 Making a configuration template (2)

 
3. Click OK to save the made configuration template.

Step 3 Create SIM card information and short messages.
1. Choose Configuration > Zero Touch Provisioning > Short Message-based

Provisioning > Manage SIM Card. The Manage SIM Card page is displayed.

Click Batch Import to import SIM card information in a batch, as shown in
Figure 5-7. Click Template.xls to download a template, and then enter

multiple mobile phone numbers and IMSIs in the template. Click  to

select the template file to be uploaded. Click  to upload the template
file. After the template file has been uploaded, view the import results under
Detail. Click Create to finish batch import.
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Figure 5-7 Batch import

 
2. Choose Short Message-based Provisioning > Manage Short Message. The

Manage Short Message page is displayed. Click Create and configure
parameters in the displayed dialog box, as shown in Table 5-4. Click OK to
save the configuration, as shown in Figure 5-8.
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Figure 5-8 Creating short messages

 

Table 5-4 Parameters

Parameter Description

Message name Specifies the short message name.

APN name Specifies the APN used to identify the GPRS service
type.
NOTE

– APNs are provided by carriers.
– For example, APNs of China Mobile, China Telecom,

and China Unicom are CMNET, CTNET, and 3GNET
respectively.

Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration 5 SMS-based Deployment Configuration

Issue 14 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 118



Parameter Description

User name Specifies the user name for 3G/LTE dial-up.
NOTE

User names can be obtained from carriers.

Password Specifies the password for 3G/LTE dial-up.
NOTE

Passwords can be obtained from carriers.

Service IP (eSight
Server)

Specifies the eSight server IP address.

Port number (eSight
Server)

Specifies the eSight server port number.

Server IP (FTP Server) Specifies the file server IP address.

Port number (FTP
Server)

Specifies the file server port number.

 

Step 4 Configure SMS-based deployment.

1. Choose Configuration > Zero Touch Provisioning > Short Message
Deployment. The Short Message Deployment page is displayed, as shown in
Figure 5-9.

Figure 5-9 Short message deployment (1)

 

2. Choose Short Message Deployment > Create. The short message creation
page is displayed, as shown in Figure 5-10.

Figure 5-10 Short message deployment (2)

 

3. Click Create Device and select Single Create from the drop-down list. The
Single Create page is displayed, as shown in Figure 5-11.
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Figure 5-11 Single create

 

(Optional) Click Batch Import to import short message deployment
information in a batch. Click Template.xls to download a template, and then

enter short message deployment information in the template. Click  to

select the template file to be uploaded. Click  to upload the template
file. After the template file has been uploaded, view the import results under
Detail. Click Create to finish batch import, as shown in Figure 5-12.
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Figure 5-12 Batch import

 
4. Enter information such as the device name and SIM card on the Single

Create page. Click  behind the Device Type text box. The Select
Device Type page is displayed. Select the device types to be deployed, as
shown in Figure 5-13. Click OK to save the configuration.

Figure 5-13 Select device type
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5. Click  behind the Mobile number text box. The Select mobile
number page is displayed. Select the imported mobile phone numbers, and
click OK to save the configuration, as shown in Figure 5-14.

Figure 5-14 Select mobile number

 

6. Click  behind the Message name text box. The Select short message
page is displayed. Select the created short messages, and click OK to save the
configuration, as shown in Figure 5-15.
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Figure 5-15 Select short message

 
7. Click OK to save the configuration, and then the created short messages will

be displayed on the Short Message Deployment page, as shown in Figure
5-16. Select the devices to be deployed and click Match Provisioning File to
select the created configuration template, as shown in Figure 5-17. Click OK
to save the configuration.

Figure 5-16 Created deployment information
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Figure 5-17 Matching deployment files

 
8. After the configuration has been saved, information about the configuration

template will be displayed on the Short Message Deployment page, as
shown in Figure 5-18. Click OK to finish SMS-based deployment
configuration.

Figure 5-18 Short message deployment

 
9. Select the SMS-based deployment task and click Send Message for SMS-

based deployment, as shown in Figure 5-19.
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Figure 5-19 Sending messages

 

Step 5 (Option) Configure a mobile phone number whitelist.

After devices are deployed successfully, you can perform the following operations
to allow modifying device configurations according to short messages sent from
some mobile phone numbers:

1. Run the system-view command to enter the system view.
2. Run the sms config caller tel-number command to configure a mobile phone

number whitelist.

By default, no mobile phone number whitelist is configured.

NO TE

This step is recommended if you want to prevent device configurations from being
modified according to short messages sent from unauthorized phone numbers.
Subsequently, device configurations can be modified only according to short messages
sent from phone numbers in the configured mobile phone number whitelist.

Step 6 (Optional) Run the undo sms config autodeploy enable command to disable
SMS-based deployment.

By default, SMS-based deployment is enabled.

NO TE

After devices are deployed successfully, you are advised to disable SMS-based deployment
to prevent unauthorized users from forging deployment short messages to modify device
configurations.

----End

5.7 Configuration Examples for SMS-based Deployment
This section provides an example of SMS-based deployment, including networking
requirements, configuration roadmap, and configuration procedure.

5.7.1 Example for Configuring SMS-based Deployment

Networking Requirements
In Figure 5-20, eSight (with a built-in SFTP server) is deployed in the enterprise
headquarters. Dispersed branch devices connect to eSight through 3G/LTE dial-up.
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The enterprise requires that branch devices are upgraded by onsite installation
personnel when a large number of branch devices are geographically dispersed
and difficult to obtain wired resources. Meanwhile, allow the mobile phone
number with that segment 456789 matches this number segment to send short
messages for SMS-based deployment. During deployment, devices can connect to
the enterprise network over a 3G/LTE network, and enterprise network
administrators can deploy devices through eSight.

Figure 5-20 Configuring SMS-based deployment
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The following provides SIM card information and device information of RouterA.
● SIM card information: The IMSI is 987456321012345, the mobile phone

number is 135XXXXXXXX, the APN is 3gnet, the dial-up user name is admin,
and the dial-up password is huawei123.

NO TE

SIM card information can be obtained from carriers.

● Device information: The device type is AR151 and the device ESN is
2102310CXK10B6000183.

eSight information and file server information are as follows:
● eSight: The eSight server IP address is 10.1.2.3/24 and the port number is

32176.
● File server: The SFTP server IP address is 10.1.2.4/24 and the port number is

31922.

Configuration Roadmap
The configuration roadmap is as follows:

1. Save the configuration file to be loaded to branch devices to the SFTP server
to ensure that the devices can obtain the configuration file.

2. Operate eSight, make a configuration template.
3. Operate eSight, edit deployment short messages.
4. Configure SMS-based deployment.
5. Configure a mobile phone number whitelist to allow configuring devices

through mobile phone numbers in the whitelist.

Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration 5 SMS-based Deployment Configuration

Issue 14 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 126



6. Disable SMS-based deployment to prevent unauthorized users from modifying
device configurations using forged deployment short messages.

Procedure

Step 1 Save the configuration file to be loaded to branch devices to the SFTP server.

Step 2 Make a configuration template.
1. Log in to eSight, and choose Resource > Protocol Template > SNMP

Template. The SNMP Template page is displayed. Click Create to create an
SNMP template, as shown in Figure 5-21. Set the SNMP version type to
SNMPv3, authentication protocol to HMAC_SHA, and privacy protocol to
AES_128, and configure other parameters according to service requirements.
Click OK to save the configuration.

Figure 5-21 Creating an SNMP template

 
2. Choose Configuration > Zero Touch Provisioning > Configuration File

Making > Make Configuration Template. Click Create, and set Template
Name, Device Type, and SNMP parameters, as shown in Figure 5-22.
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Figure 5-22 Making a configuration template (1)

 
3. Click Next and set ZTP Type to Config File. Click OK to save the

configuration, as shown in Figure 5-23.

Figure 5-23 Making a configuration template (2)

 

Step 3 Configure SIM card information and short message parameters.
1. Choose Configuration > Zero Touch Provisioning > Short Message-based

Provisioning > Manage SIM Card. The Manage SIM Card page is displayed.

Click Batch Import to import SIM card information in a batch. Click 

to select the template file to be uploaded. Click  to upload the template
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file. After the template file has been uploaded, view the import results under
Detail. Click Create to finish batch import, as shown in Figure 5-24.

Figure 5-24 Batch import

 
2. Choose Short Message-based Provisioning > Manage Short Message. The

Manage Short Message page is displayed. Click Create and enter short
message parameter information in the displayed dialog box. Click OK to save
the configuration, as shown in Figure 5-25.
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Figure 5-25 Creating short messages

 

Step 4 Configure SMS-based deployment.

1. Choose Short Message Deployment > Create. The Short Message
Deployment page is displayed. Click Create Device, select Single Create
from the drop-down list, and enter device information and SIM card
information in the displayed dialog box, as shown in Figure 5-26. Click

 behind the Device Type text box. The Select Device Type page is
displayed. Select the device types to be deployed, as shown in Figure 5-27.

Click  behind the Mobile number text box. The Select mobile
number page is displayed. Select the imported mobile phone number

information, as shown in Figure 5-28. Click  behind the Message
name text box. The Select short message page is displayed. Select the
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created short messages, as shown in Figure 5-29. Click OK to save the
configuration.

Figure 5-26 Single create
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Figure 5-27 Select device type

 

Figure 5-28 Select mobile number
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Figure 5-29 Select short message

 
2. Click OK to save the configuration, and then the created short messages will

be displayed on the Short Message Deployment page, as shown in Figure
5-30. Select the devices to be deployed and click Match Provisioning File to
select the created configuration template, as shown in Figure 5-31. Click OK
to save the configuration.

Figure 5-30 Created deployment information
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Figure 5-31 Matching deployment files

 
3. After the configuration has been saved, information about the configuration

template will be displayed on the Short Message Deployment page, as
shown in Figure 5-32. Click OK to finish SMS-based deployment
configuration.

Figure 5-32 SMS-based deployment

 
4. Select the SMS-based deployment task and click Send Message for SMS-

based deployment, as shown in Figure 5-33.
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Figure 5-33 Sending messages

 
5. View the configuration task status after clicking Send Message. Devices

receive and parse deployment short messages and connect to eSight in
3G/LTE mode. Devices then obtain file server information and access the file
server through SFTP to download and load a configuration file. After loading
a configuration file, the devices restart and then register with eSight. You can
manage branch devices through eSight after they register successfully.

Step 5 Configure a mobile phone number whitelist.

# Configure a mobile phone number whitelist to allow modifying device
configurations according to short messages sent from only mobile phone numbers
in the whitelist.

<Huawei> system-view
[Huawei] sms config caller 456789
Info: Succeed in setting whitelist.

# Disable SMS-based deployment.

[Huawei] undo sms config autodeploy enable
Info: Disable the SMS config function successfully.

----End
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